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DUCK and COVER
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Check 
the 
taps
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Check 
the 

drains
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Do 
Vs

Tool
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Records of 
Processing  

vs 
an asset 
inventory



Check 
inherently 

risky 
processing

Evaluation or 
Scoring incl. 

Predictive Profiling

Automated 
Decisions with 

Legal / 
Significant Effect

Systematic 
Monitoring

Sensitive / Highly 
Personal Data 

Large Scale 
Processing

Combining or 
Matching Data

Data About 
Vulnerable Data 

Subjects

Preventing 
Subjects 

Exercising Rights 
or Using Services 

and Contracts

Innovative Use / 
New Tech or 

Processes

From Article 29 Working Party, WP 248, Guidelines on Data Protection 
Impact Assessment, Adopted 4 October 2017.





Revisit 
your 

CARDI 
and 
RACI



DOCUMENT 
E V E R Y T H I N G
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Don’t 
boil 
the 

ocean
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Review your risk 
matrix 

From: Centre for Information Policy Research, Hunton & Williams LLP, A Risk-based Approach to Privacy: Improving Effectiveness in Practice, June 2014



Complying
≠

Managing
Risk

*sometimes

Non-compliance
NO impact on data 

subjects

• Non-compliance identified 
via audit, incident, or 
complaint about 
processing.

• No impact on rights and 
freedoms of data subjects 
+/- other impact on C, I, or 
A of org. assets. 

• Sanction, fine, or publicity 
leading to reputation 
damage

• loss of customer / client / 
shareholder confidence

Non-compliance
Impact on data 

subjects

• Non-compliance identified 
via audit, incident, or 
complaint about 
processing.

• Impact on rights and 
freedoms of data subjects 
+/- other impact on C, I, or 
A of org. assets. 

• Sanction, fine, or publicity 
leading to reputation 
damage

• loss of customer / client / 
shareholder confidence

*



Defer 
edge 
cases 
and 

details



DOCUMENT 
E V E R Y T H I N G



Fix the 
Shop 

Window
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Sort the 
small 

subset of 
new 

consents



UK ICO, Direct Marketing Checklist
https://ico.org.uk/media/for-organisations/documents/1551/direct-marketing-checklist.pdf

https://ico.org.uk/media/for-organisations/documents/1551/direct-marketing-checklist.pdf


Be 
transparent 
and clearly 

communicate 
the rest

Privacy notice from www.juro.com ©Juro Online Ltd 

http://www.juro.com/


On May 25th 2018

Staff need to know what to 
say before someone calls



…and if you 
can’t comply…



The GDPR 
Sniff Test

(If it smells 
bad it 

probably is)

• If it was your data, would the privacy notice feel easy 
to read and transparent about planned data use?

• If it was your data, would planned use feel necessary 
and proportionate?

• When processing isn’t necessary to deliver products 
and services, do you get a choice?

You know what the privacy notice says vs 
data handling reality

• If it was your data, would the security controls in place 
feel appropriate, and adequate to mitigate 
unacceptable risk to you and your contacts?

You know what the data security risks are 
vs control reality

•If it was your data, would the stated organisational  
interests feel like they outweigh all the things that 
could go personally and cumulatively wrong?

You know the justifications vs reality of 
potential impact on data subjects



Stop 
and/or
report 
the risk

From CNIL Privacy Impact Assessment Template https://www.cnil.fr/en/PIA-privacy-impact-assessment-en, Feb, 2018

https://www.cnil.fr/en/PIA-privacy-impact-assessment-en


DOCUMENT 
E V E R Y T H I N G
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Strengthen foundations, 
manage risks, and carry on


